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Emerging technologies enabled by digitization—notably additive 
manufacturing—are alluring for the nuclear industry as it works to lower 
financial costs and remedy quality-control concerns with aged production lines. 
While cyber-physical manufacturing technology could increase the efficiency 
and visibility of supply chain operations, the digital nature of this technology 
invites new risks with cybersecurity, information security, and nonproliferation. 
To be sure, there are several ways to manage these risks as some version of 
an Internet of Nuclear Things emerges over the next decade. The key is for 
industry to take a proactive approach by building these remedies into the 
technology and policy of supply chain security. 

Introduction
The current state of affairs for the civil nuclear industry is bleak. Nuclear energy 
faces economic challenges from cheap natural gas and renewable sources 
of electricity. Geopolitical factors are intensifying the competition for global 
market share among private and state-owned enterprises. At the same time, 
the nuclear sector is beset by burgeoning reactor construction costs and 
concerns about supply chain integrity.1

Over the last five years, financial overruns stalled work on several new reactor 
projects, most notably the Vogtle project in Georgia that drove the venerable 
Westinghouse Electric Company into bankruptcy.2 Quality control issues 
plagued reactor manufacturers in Russia, China, and even South Korea and 
the United States.3 In two cases, government regulators found evidence of 
American and South Korean vendors introducing flawed components into the 
nuclear supply chain by mistake, while others faked safety and certification 
tests on substandard parts, thereby delaying build projects or shutting down 
operational reactors until legitimate components could be swapped in.4

Key actors from the nuclear industry—from General Electric Hitachi to Rosatom 
and the Chinese National Nuclear Corporation—started to invest in emerging 
technologies to deal with these production problems.5 Most notably, additive 
manufacturing (AM) offered a new means of production that combined 
innovations in robotics, computational power, and network connectivity to 
fabricate sophisticated components from digital files. As aerospace and 
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transformations.10 The future of the manufacturing sector 
lies at the intersection of cyber-physical manufacturing 
capabilities, digital connectivity, and the constant 
collection and analysis of massive amounts of data, trends 
encapsulated in such concepts as “Industry 4.0” and 
GE’s “Brilliant Manufacturing.”11 Nuclear firms are already 
developing and adopting some of the technologies that 
could form the foundation for an IoNT to emerge over the 
next decade. A brief review of AM illustrates the general 
benefits of combining the cyber and physical domains for 
nuclear production lines.

AM technology is alluring for the nuclear industry because 
it offers the promise of an agile, cost-effective means of 
production, especially as nuclear-capable supply chains 
atrophy in the United States and parts of Europe. Small 
batches of mission-critical reactor components, for instance, 
can be difficult and expensive to source if they are produced 
using traditional methods, as producers often need long lead 
times to establish processes for forging and casting parts.12 
AM offers a more agile way to fabricate components with 
geometries and characteristics simply not possible before with 
subtractive machine tools, often at a fraction of the cost of 
traditional production lines. The potential cost savings come 
from utilizing recent innovations in robotics, computation, 
and digital networks to fabricate physical components from 
digital build files. These virtual blueprints contain the design 
information needed to produce a desired component along 
with commands that guide the automated build process itself.

Whereas traditional manufacturing requires skilled machinists 
to configure and retool each production line, the ultimate 
goal of cyber-physical manufacturing is to capture this tacit 
knowledge in the digital realm, where it can be automated 
and saved, thereby allowing fully certified parts to be printed 
on demand. For instance, research and development efforts 
are under way to use the data from remote sensors in metallic 
AM platforms to provide instant feedback on the quality and 
integrity of the component being built; the ultimate goal is to 
certify components for aerospace or nuclear applications in 
real time during the fabrication process.13 Instead of sinking 
high costs into traditional nuclear production lines that atrophy 
during periods of low demand, additive manufacturing offers 
the nuclear industry the promise of eventually being able to 
print certified components whenever needed from digital 
build files.

This family of technologies for physical production and digital 
integration all rely on the continuous creation, collection, 
and analysis of data. The design of the component takes 
the form of a digital blueprint, translated into multiple 
formats used to communicate with devices for fabrication. 
Tacit knowledge of production processes and other forms 
of proprietary information are captured in the digitized 

defense firms integrated AM into the industrial base for jet 
engines, missiles, and satellites, nuclear energy programs 
followed suit by exploring whether the technology could 
improve reactor construction, perhaps “by enhancing the 
flexibility and adaptability of production lines.”6 Research and 
development efforts experimented with AM techniques for 
fabricating metallic reactor components with “new complex 
designs,” including nuclear fuel rod assemblies and large 
pressure vessel cylinders.7 Moreover, the digital nature of AM 
technology promised to “reshape the very nature of supply 
chains” by enabling companies to shrink or even eliminate 
the traditional web of subcontractors and global logistics.8

The maturation of AM in the years ahead is likely to accelerate 
the broader trend toward digitization of manufacturing 
processes and supply chains, including the diffusion of sensors 
and devices in an industrial Internet of Things. Embracing 
these technologies could improve the economic position 
of struggling nuclear firms. The ultimate goal is to develop 
the capacity to fabricate a wide range of certified nuclear 
components on demand, without having to extensively retool 
production lines or interpret designs. Indeed, many firms are 
leveraging the digital connectivity built into AM and other 
modern production technologies to enhance the efficiency 
of supply chains and address more fundamental quality-
control problems. As a result, these innovations could lay 
the foundation for the emergence of an Internet of Nuclear 
Things (IoNT), an interconnected ecosystem of devices and 
machines spreading throughout production lines for nuclear 
energy projects.

On initial consideration, an IoNT appears to offer promising 
solutions to the current challenges facing nuclear industry 
and could help mitigate proliferation concerns.9 Yet these 
technologies could introduce a new range of cyber risks, 
including threats to the confidentiality, integrity, and 
availability of data and fabricated physical components in 
an IoNT. We find that there are numerous technical options 
being developed to manage these cyber risks, many suitable 
for nuclear vendors. But it cannot be assumed that all 
manufacturers will head down a path toward effective risk 
management in this new digital ecosystem. If geopolitical and 
economic trends continue to constrain the nuclear industry, 
some vendors may end up rushing to adopt an IoNT without 
due consideration of the intrinsic vulnerabilities and vectors 
for malicious attack. Thus, the industry may be approaching 
a juncture that will shape the future of safety and security 
practices for the manufacture of civil nuclear technology.

Nuclear Supply in the Digital Age
As disruptive technologies for manufacturing processes 
and supply chains continue to gain momentum, the 
nuclear industry is unlikely to remain insulated from these 
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instructions. Additional information is derived from the 
production process and through various side channels. 
Finally, metadata is created throughout manufacturing and 
operations. In short, the impact of these technologies is in 
not simply the digitization of information but in generating a 
range of entirely new sources of data that can be harnessed 
toward improving processes and products. Machines 
and devices throughout a production process, and even 
the products themselves, are being linked in webs that 
encompass large segments of supply chains. With such 
a network, manufacturers and operators can apply data 
analytics and machine learning to harness the information 
collected from this web of devices to increase efficiency 
and performance.

General Electric provides a clear example of the opportunities 
created by networked production technology such as additive 
manufacturing. GE used the new production technology to 
retrofit jet engines with special sensor housings that can 
transmit real-time data on engine performance in-flight.14 
The company’s newest jet engine will be produced with 
more than a third of 3-D printed components. Moreover, 
each new engine will have a unique “digital twin” generated 
during production; the sensors built into the engine will send 
data during performance back to the digital twin, where it 
will be analyzed to “help operators predict the right time for 
maintenance and keep the plane in the air more.”15

The same innovations are being applied to nuclear 
technology. For instance, GE’s Digital Power Plant 
incorporates digital twins of nuclear assets that are remotely 
monitored to improve performance and maintenance.16 Its 
Predix software is a cloud-based platform that collects 
data from power plants and remotely analyzes it to assist 
in the management of operations. The software harnesses 
“enterprise data visibility” to increase efficiency by 
minimizing outages and adopt a predictive rather than 
reactive approach to maintenance.17 In 2016, GE made a deal 
for its “first and largest IoT (internet of things) enterprise-
wide deployment” of Predix software for managing Exelon’s 
power plants in 48 US states.18 Naturally, other companies are 
innovating in this space. IBM and Siemens’ collaboration on 
the “Smart Factory” concept seeks to incorporate sensors, 
IoT, and cognitive computing for complex challenges like 
maintenance of rotating machinery.19

While in the nuclear context current applications have been 
limited mainly to managing plant operations, these kinds of 
platforms could grow to incorporate aspects of production 
throughout the supply chain. The generation of a digital twin 
for a given component creates a “digital thread”—a “single, 
seamless strand of data” stretching from design through 
production and into performance monitoring, maintenance, 
and ultimately disposal. The integration of multiple threads 

from parallel processes into a “digital tapestry” takes the 
potential to leverage data one step further.20 In addition to 
spreading vertically throughout production and operation 
of components for nuclear power plants, these capabilities 
could extend across the range of nuclear fuel cycle activities.

Thus, the fusion of these capabilities—cyber-physical 
manufacturing, digital connectivity, network integration, and 
data analysis—in an IoNT creates the potential for not just 
incremental improvements but radical changes in nuclear 
supply chains and operations. There is no predetermined 
framework for what this system would look like, as layers 
of technology could be interwoven organically (in a 
manner similar to how the Internet of Things in general has 
evolved). An IoNT could entail a range of potential digital 
ecosystems—from merely the devices connected to a single 
production process to an elaborate network spanning a 
supply chain and operations.

Cyber Risk in an Internet of Nuclear Things
The prospect for an IoNT to emerge raises questions 
about how the digital nature of the technology might 
increase cybersecurity threats to nuclear industry. With the 
proliferation of digital connections and devices comes an 
inevitable expansion of the cyberattack surface. This has 
been the case for the manufacturing sector more broadly, 
which has been targeted with increasingly frequent and 
costly cyberattacks.21 The massive WannaCry and NotPetya 
ransomware attacks in 2017 demonstrated the potential for 
cyberattacks to rapidly spread and cause severe disruption 
for manufacturers.22 Cyber vulnerabilities, including 
throughout supply chains, are already an escalating concern 
for the nuclear industry.23 An IoNT could not only increase 
these vulnerabilities but expand the potential impacts of 
cyberattacks by creating opportunities to steal sensitive 
information and even cause damage in the physical world.

This concern is heightened by the integration of information 
technology (IT) and operational technology (OT) within an 
industrial Internet of Things, which potentially exposes 
critical systems that are designed and oriented toward an 
entirely different set of risks and priorities to cyberattacks. 
These include industrial control systems crucial to the safe 
operations of an industrial process. IT and OT generally differ 
in their technical standards and priorities.24 For instance, 
the imperatives of OT are safety, reliability, and minimizing 
downtime, which can each militate against the frequent 
updating and patching typical of IT. Legacy systems in 
particular tend to be patched and updated far less frequently 
than IT systems and are in service for far longer. Connecting 
insecure OT systems with Internet-connected devices thus 
potentially opens new avenues for cyberattacks to create 
physical effects through the machines they operate.
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From Vulnerability to Resilience: 
Securing the Nuclear Supply Chain
If left unchecked, the vulnerabilities created by the steady 
trend toward digitization and interconnection could result in 
unacceptable cyber risks, ranging from the loss of sensitive 
proprietary information to the spread of compromised 
components throughout nuclear infrastructure. But these 
risks are not intractable. The same information visibility within 
an IoNT that would create opportunities for cyberattacks 
could be harnessed by a range of novel innovations, not only 
to counter immediate cyber threats but to achieve greater 
oversight of complex and globally dispersed supply chains. 
Such innovations are being explored by a range of industries 
and researchers for the shared challenges of cyber supply 
chain risk management, and nuclear industry can benefit 
from these common solutions.

At the level of generic additive manufacturing processes, a 
variety of methods and approaches are being developed to 
ensure the integrity of products against potential flaws and 
malicious interventions. These include techniques for in situ 
monitoring of fabrication combined with machine learning 
and high-performance computing. For instance, researchers 
are developing techniques for verification using acoustic 
monitoring of a 3-D printer during fabrication; the sounds 
produced by a printer comprise an audio signature that 
computer algorithms can assess against a reference model 
of the “correct” audio recording for the given component.30

Beyond a single fabrication process, manufacturers need to 
be able to track and authenticate materials and products 
throughout each stage in increasingly complex webs of 
production. Toward this end, new and existing technologies 
and practices allow for traceability of materials and products 
throughout the supply chain, such as the use of radio frequency 
identification or chemical tags.31 The ability to embed sensors 
into manufactured components to monitor performance 
provides further opportunities to safeguard against tampering.

The same principle can be applied to digital files such as 
sensitive designs, which can be tracked and authenticated 
via digital signatures and access to which can be controlled 
through limiting authorization via licensing keys.32 Hardware 
can similarly be traced through digital controls. An illustrative 
example of the integration of these features is Intel’s 
“Transparent Supply Chain” concept, which aims to provide 
“near real-time transparency into a part’s provenance” by 
storing encrypted information related to each product’s 
origin in a special module attached to the product.33 This 
allows Intel to verify that the hardware and firmware have not 
been tampered with before reaching the end user.

Moreover, technologies with even greater potential to 
transform supply chains are maturing, including blockchain. 

Emerging and evolving cyber-physical manufacturing 
processes may exacerbate these risks by increasing the 
potential scope and scale of cyberattacks targeting physical 
fabrication processes. For instance, each stage in a typical 
AM process presents attractive targets for cyberattacks — 
including the initial digital build files and subsequent files 
created for use by 3-D printers (typically a .STL file) or to 
guide robotic printer components.25 The confidentiality 
of design files and other proprietary information such as 
printer specifications could be compromised, for instance, 
if a malicious actor intercepts communication between 
devices. A cyberattack could target the printer operations 
itself by, for example, shutting down cooling fans to cause 
it to overheat, thus reducing availability and disrupting 
production. A toolpath file could be manipulated to set the 
printer off course, ruining the product or even causing the 
machine to break the tool.26

The greatest concern for safety would be a cyberattack 
targeting the integrity of critical data. The most insidious 
form of attack could alter a digital blueprint or .STL file 
to insert an internal “void” into a design at a point where 
it could undermine structural integrity and cause the 
component to malfunction or even break down during use. 
This would take one of the chief advantages of AM—the 
ability to manipulate the internal structure of a product—
and turn it against the manufacturer.

A void attack could go undetected by standard quality-control 
processes, especially if the malicious actor compromised 
the integrity of these inspection methods. To be sure, the 
sophistication of such an operation would require an in-depth 
understanding of the quality-control mechanisms and product 
specifications, not to mention the ability to overcome cyber-
defenses without being detected. However, the possibility of 
these attacks is not remote, especially since researchers are 
experimenting with techniques to more readily place voids 
in .STL files.27 In a prime example from 2016, a university 
research team introduced malicious code into digital build 
files to “sabotage the 3-D printed propeller of a quadcopter 
[unmanned aerial vehicle], causing the quadcopter to literally 
fall from the sky.”28 If this sort of operation was directed 
against supply chains used by nuclear industry, the results 
could be problematic, to say the least.

In sum, AM and cyber-physical capabilities more broadly 
promise to make cybersecurity more difficult for the 
manufacturing sector. A publication by the National Institute 
of Standards and Technology following a symposium on 
digital manufacturing called cybersecurity threats the 
“Achilles heel of the current manufacturing revolution.”29 In 
the context of nuclear industry, however, these business risks 
become matters of public safety and international security.
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Most commonly associated with cryptocurrencies like Bitcoin, 
blockchain is a method for recording information related to 
transactions in a “distributed ledger”34 that does not rely 
on any single secure data repository. Such an “immutable” 
ledger could record transactions, transfers of materials, and 
production processes between specific nodes or throughout 
a supply chain. For example, the output of a set of 3-D 
printers could be continuously recorded in a blockchain with 
varying levels of detail, accessible by a limited number of 
relevant actors. The technical and practical challenges to 
implementation of this nascent technology should not be 
underestimated, but proofs of concept are already being 
developed for aerospace and defense industries.35

Taken together, these innovations comprise a somewhat 
counterintuitive approach to cybersecurity: rather than 
trying to hide or isolate vulnerable data—such as through 
air-gapping systems by disconnecting them from the 
Internet—such innovations harness information visibility 
to cross-reference and verify different sources of data and 
create feedback loops that prevent, detect, or minimize the 
impacts of accidental malfunction or malicious attack. The 
air-gapping approach has been proven to be an insufficient 
guarantor of security by Stuxnet and other cyberattacks. 
In contrast, cutting-edge approaches to supply chain 
security for information and communications technologies 
strive for transparency and traceability.36 While some of the 
innovations described here are nascent and have yet to be 
proven, they offer a more promising approach to managing 
the risks of digitization in the nuclear industry.

The Future of Risk and Innovation  
in Nuclear Industry
An IoNT would entail tradeoffs between liabilities and 
opportunities for supply chain security. In some cases, this 
risk calculus with respect to specific technologies will be 
apparent. For instance, the information gleaned from side-
channel monitoring of 3-D printers could verify the integrity of 
a fabrication process or, conversely, be harnessed by attackers 
to steal design information.37 But in many cases it may be hard 
to anticipate how malicious actors will exploit technologies.

The net impact of an IoNT architecture on the overall risk 
landscape for the nuclear industry will be difficult to assess, 
as it depends on how these technologies are designed and 
adopted in specific contexts. This presents an uncertain 
future for the nuclear industry if an IoNT emerges and 
evolves. The industry may end up unintentionally increasing 
these risks if cyber-physical manufacturing capabilities are 
adopted in an ad hoc manner, in the absence of common 
security standards, and with little attention to the potential 
attack vectors being created.

However, a proactive approach to building security into 
an IoNT could enhance vendors’ oversight of materials, 
processes, and products. It could also improve their ability 
to detect and address any anomalies throughout the supply 
chain and prevent malicious interventions. While individual 
companies and countries will vary in their approaches to 
these technologies, all actors face incentives to ensure 
supply chain security; the protection of intellectual property 
and confidence in the integrity and reliability of products is 
crucial to the commercial viability of nuclear energy.

The challenge is that geopolitical factors shape the incentive 
structure for nuclear industry and may steer it toward one 
trajectory over the other. Western nuclear vendors are 
either declaring bankruptcy or losing global market share.38 
Russia and China are quickly becoming the dominant 
nuclear suppliers because they leverage “nuclear trade 
to build political relations and acquire leverage over key 
countries.” 39 Unfortunately, the use of nuclear exports as 
a tool of grand strategy often leads Moscow and Beijing 
to “turn a blind eye to lax nuclear industry standards and 
weak nonproliferation assurances in recipient countries.”40 
These factors combine to create a risk-acceptant incentive 
structure for many companies, especially vendors in the 
West and East Asia struggling to compete with Russian and 
Chinese state-owned nuclear enterprises.41 In this context, 
the emergence of technologies that are attractive from an 
economic perspective but entail unclear risks is concerning, 
as it cannot be assumed that digital supply chain security 
will always be a paramount consideration.

Toward a Proactive Approach  
to an Internet of Nuclear Things
This early period in the emergence of an IoNT presents an 
opportunity to shape its growth along a more positive path. 
The purpose of scoping out the cyber risks alongside the 
innovations for ensuring safety and security is to demonstrate 
how these technologies could lead to a number of different 
outcomes. In particular, the private sector will shape this 
future risk landscape through the pathways of technological 
development. A proactive approach is needed by like-
minded stakeholders in the policy community to ensure the 
conditions for safety and security in an IoNT. Any approach 
will need to be flexible as these technologies evolve and 
the risks become clear. But we can begin here by offering a 
few recommendations for the contours of such an approach:

First, determine the requirements for ensuring the 
integrity of processes and products in the context of an 
IoNT. This entails taking stock of the risks facing the nuclear 
industry with respect to the specific technologies adopted 
and exploring the range of mitigation measures. For 
instance, with respect to additive manufacturing in particular, 
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this may include traceability of the material feedstock, in 
situ production monitoring, quality-control tests, tracking 
mechanisms for finished products, encryption of data flows 
at each step in the chain, cybersecurity of individual devices, 
and adequate training of personnel.

Fortunately, efforts to determine such requirements 
are already under way, including most notably at the 
National Institute of Standards and Technology, which has 
initiatives on cyber-physical manufacturing and supply 
chain risk management in the context of information and 
communications technologies.42 This would aid with the 
identification of specific capabilities that would help provide 
assurance, such as some of the innovations discussed here. 
Of course, the focus of this discussion on novel innovations 
is not to downplay the essential role of proven measures 
to ensure cybersecurity, such as basic cybersecurity 
training for personnel. These various elements should 
be incorporated in a broader approach to security in the 
context of an IoNT.

Second, translate these requirements into standards 
for nuclear industry. Numerous efforts are also being 
pursued to develop technical standards across the range 
of technologies that could comprise an IoNT, most notably 
the Additive Manufacturing Development Structure initiative 
for developing AM standards founded by the International 
Standards Organization (ISO) and the American Society 
for Testing and Materials (ASTM).43 The nuclear industry 
can build on this foundation and follow others, such as 
aerospace, that are leading in the development of additive 
manufacturing processes for critical applications. The 
Federal Aviation Administration has already certified 3-D 
printed parts for in-flight use and is developing an Additive 
Manufacturing Strategic Roadmap to provide guidance to 
industry, including on part and process certification.44

Standards for the certification of nuclear components could 
incorporate specific mechanisms and innovations discussed 
above to verify the integrity of products, perhaps in ways 
that are superior to traditional quality-control methods. 
These standards for certification would help differentiate 
suppliers working to ensure the integrity of supply chain 
operations from those failing to do so; international 
recognition of a single standard could go a long way toward 
harmonizing various national regulatory approaches to the 
civil nuclear industry.

Finally, internationalize the implementation of such 
standards and foster broader norms relating to the 
nuclear industry’s adoption of these capabilities. At 
the level of private sector and civil society, governments 
should collaborate with companies, universities, and other 
institutions in the development of technologies feeding 
into an IoNT toward the development of secure technology 

and mutually beneficial norms. At the national level, export 
controls could incorporate specific provisions to ensure 
vendor oversight of dual-use cyber-physical manufacturing 
capabilities exported abroad. The International Atomic 
Energy Agency already provides guidance on cybersecurity 
of nuclear facilities, and this could expand to address specific 
supply chain concerns.

The dilemmas of an IoNT will be a complex balancing act—
not just between the benefits and risks of digitization but 
between different kinds of risk intrinsic to the design of this 
ecosystem. The problem is not a lack of technical solutions 
for cybersecurity; rather it will be difficult to align incentives 
within the global nuclear order to realize such goals. The 
greatest concern is the intersection of these emerging 
technologies with a devolving nuclear order that creates 
incentives for industry to adopt an IoNT architecture with 
safety and security as an afterthought. But at this early 
stage of development, a proactive approach can head off 
these cyber risks while leveraging an IoNT to ensure the 
integrity of critical nuclear infrastructure and the security 
of sensitive information.45
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